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SECTION I: Introduction & Background
Secure Jeffco is the strategic plan that sets the stage for ongoing cyber
security improvements at Jefferson County.
Secure Jeffco outlines the strategic goals and initiatives of the Information
Security Program for assuring the confidentiality, integrity, and availability
of the information vital to achieve the Jefferson County mission: To
promote the safety, health and well-being of the Jefferson County
community and the stewardship of its resources.

Information Security Governance
According to the Jefferson County Information Security Policy, the
Information Security Program is overseen by the Chief Information Security
Officer (CISO) and applies to all county employees, elected and appointed
officials and includes volunteers, contractors, business partners and
vendors.
The CISO is responsible for overseeing the county’s security program. The
full scope of CISO responsibilities are outlined in the Information Security
Policy (5.4.2). Within Jefferson County, the CISO reports to the Chief
Technology Officer (CTO).
The Information Security and Advisory Committee (ISAC) was formed in
2015 to develop policy and procedures that help prevent loss or exposure
of sensitive county information and to assign roles and responsibilities for
protecting sensitive county information and systems. The list of ISAC
members and committee responsibilities are outlined in the Information
Security Advisory Committee Policy (5.4.3).

Mission, Vision & Goals
It is important Secure Jeffco’s direction align with that of the county
departments it supports, which in turn have statements that align with the
overall Jefferson County mission and vision.
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Security Vision:
To protect that which we value without hindering the free flow of
information that fosters innovation and effective service delivery.
Security Mission:
Appropriately safeguarding Jefferson County operations by
understanding and aligning security initiatives with risk.
Security Goals:
•
•
•
•

Understanding and reducing the cyber risk footprint.
Detecting and responding efficiently to compromise.
Preventing data loss and business interruption.
Educating and empowering employees and citizens.

Our philosophy describes how we approach the development of solutions
for securing Jefferson County information and systems. The Information
Security Program will perform its work according to the following principles:
1. Our security efforts must first be focused on our high value targets:
targets posing a physical security risk, a significant financial impact or
a compliance, legal or regulatory risk.
2. Security must be built-in to business processes and systems from the
start.
3. Cyber threats are mitigated through the right combination of people,
processes, and technology.
4. Security is everyone’s responsibility.
5. Security is a process of continuous improvement.
6. Compliance is the result of excellent security practices.
7. Security must be efficient – only those security resources necessary
to achieve our mission are acquired, deployed and retained.
8. Security must be effective – security must be results-oriented, and
outcomes must be measured, tracked, and compared to the
resources expended.
9. When possible, security should be effortless – the most effective
controls and solutions are those that are transparent.
10. Collaboration is critical - partnering with others will allow us to
accomplish far more than what might be possible when working alone.
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SECTION II: Strategic Goals
Secure Jeffco establishes a roadmap for improving cybersecurity at
Jefferson County. This plan was developed in cooperation and approval of
ISAC.
Secure Jeffco includes three strategic goals supported by several
initiatives. These goals and initiatives are based on foundational
information security principles that are designed to be relevant for years to
come. Supporting operational activities will be developed annually. These
operational-level activities will be the Information Security Program’s
primary focus for that year and will be aligned with one or more of Secure
Jeffco’s strategic goals and initiatives.
To maintain its relevancy, Secure Jeffco will be reviewed annually by the
CISO in conjunction with the ISAC.

Goal 1: Protection
Protect Jefferson County information and information systems to
assure confidentiality, integrity, and availability is commensurate with
the business needs, information value, and associated threats.
Initiative 1.0 – Document, deploy and maintain prevention and protection
strategies based on best practice and industry standards.
Initiative 1.1 – Develop and maintain a countywide incident response
capability that can (1) quickly identify and isolate security incidents, (2)
recover impacted systems and business processes, and (3) when feasible,
identify and prosecute those attacking state systems.
Initiative 1.2 – Equip county information technology professionals and
employees with the tools, knowledge, and skills to design, build, and
operate security applications and systems.
Initiative 1.3 – Equip all county employees with the information and
training necessary to protect county data and operate securely using
technology services.
Initiative 1.4 – Develop and maintain information security policies,
standards, and guidelines that are relevant, adaptable, and cost-effective.
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Goal 2: Partnerships
Develop and maintain key partnerships to improve sharing, reduce
information security risks, and promote innovation and collaboration.
Initiative 2.0 – Develop and maintain internal relationships to improve the
countywide security posture related but not limited to the areas of incident
response, risk, compliance, training and vulnerability management.
Initiative 2.1 – Develop and maintain external partnerships with academic
institutions, private sector, and state and local governments to share
information security threat intelligence, research and development efforts,
and best practices.
Initiative 2.2 – Maintain active participation with relevant cyber security
organizations such as the Multi-State Information and Analysis Center (MSISAC).
Initiative 2.3 – Promote discussions and cooperative engagements that will
enhance cybersecurity for the county.

Goal 3: Risk and Compliance
Document countywide risk and comply with applicable information
security and data privacy laws and regulations.
Initiative 3.0 - Utilize a standardized risk management framework for
accurately and uniformly assessing and managing county risk and its
reduction to acceptable business levels.
Initiative 3.1 – All new services and solutions undergo a security risk
review and remediation prior to launch.
Initiative 3.2 – Continuously assess, evaluate, and report on county
systems and networks to ensure compliance with information security
compliance requirements.
Initiative 3.3 – Conduct targeted, technical audits to identify and correct
noncompliance with applicable internal policy and external laws and
regulations.
Initiative 3.4 – Partner with departments and divisions to assist them in
preparing for and responding to information security-related audits.
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SECTION III: Strategic Success Measures
Metric

Target

Reporting
Frequency

Description

Goal 1: Protect Jefferson County information and information systems to ensure the confidentiality,
integrity, and availability of all information is commensurate with business needs, information value, and
associated threats.

Regularly Scanning

Security Risk Index

Security Scorecard

100%

Low
<250

Quarterly

Percentage of total servers and
network equipment actively scanned
by vulnerability management solution.

Quarterly

An overall enterprise-level cyber
security risk rating based on current
threats, asset value, and implemented
security controls.

Monthly

A

Each domain’s external third-party
security rating.

Measures the length of time necessary
Incident Response Time

< 4 hours

Monthly

Security Training

100%

Bi-Monthly

Phishing

Vulnerability Remediation

100%

Quarterly

0

Monthly

to contain a security incident from time
of discovery.
Percentage of employees completing
required security training.
Percentage of employees who
complete security training when
successfully phished.
Measures the total number of critical
vulnerabilities in applications and
supporting infrastructure.
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Metric

Target

Reporting
Frequency

Description

Goal 2: Develop and maintain key partnerships to improve information sharing, reduce information security
risks, and to promote innovation and collaboration.

Internal Partnerships

7

Monthly

Tracks the total number of internal
partners facilitating innovation,
collaborating and reducing risk through
ISAC meeting participation.
Tracks the total number of external
security-related organizations Jefferson
County partners with to facilitate
innovation, collaboration and reduce
risk.

External Partnerships

2+

Annual

Metric

Target

Reporting
Frequency

Description

Goal 3: Comply with applicable information security and data privacy laws and regulations

Risk Assessments

Audit Findings
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Annual

Conduct countywide risk assessments
that include information from each
division director or authorized
representative at least once per year.

Monthly

Tracks the total number of securityrelated audit findings by compliance
area.

APPENDIX A:
Jefferson County Information Security Policy
The Information Policy was created to establish roles and responsibilities to
ensure the security of Jefferson County information in both electronic and
physical forms.
https://www.jeffco.us/DocumentCenter/View/412/Information-SecurityPolicy-PDF

Jefferson County Information Security Incident Response Policy
The Information Security Incident Response Policy was created to establish
information security incident definitions, roles and responsibilities to ensure
coordinated and effective cyber incident response.
https://www.jeffco.us/DocumentCenter/View/14568/Cyber-Security-Policy

Jefferson County Information Security Advisory Committee Policy
The Information Security Advisory Committee (ISAC) was created to
prevent the unauthorized loss or exposure of sensitive information that
could cause irreparable harm to the county, its employees and our citizens
and could also subject the county to fines or other sanctions.
The ISAC meets regularly to review the effectiveness of information
security policies, procedures and training and evaluate the impacts of
changes in technology and threats that may affect compliance with legal
and regulatory requirements or the risk to county information. Annually, the
ISAC provides reports to the Board of County Commissioners and
Elected/Appointed Officials, updates are provided more often if needed.
https://www.jeffco.us/DocumentCenter/View/409/Information-SecurityAdvisory-Committee-Policy-PDF
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APPENDIX B:
Activities Supporting Strategic Goals and Commitments
At least annually, the ISAC will review and update the Cyber Security
Roadmaps. The roadmaps identify and prioritize projects and activities the
county will complete in the upcoming year.

GREEN: For Public Use

10

